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Nuestra Vision

EDUTRONIC tiene como visidon convertirse en una entidad lider
en capacitacion en Tecnologias de Informacion en todo el Pera.
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Nuestra Mision
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reconocimientos laborales y certificaciones Internacionales

y_ AN
A\ '\ nuestra mision
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oraCIe Ul'livel'Sity BDelivery Logged in aslyonogy.curi@edulronicgs_comh Logout

OU PARTNER HOME | OU PARTNER MEMBER HOME | CONTACTUS

INSTITUTIONS -
Find a Member Near You

Apply for membership

Find a member near you

Select a Country: | Peru =] Select a State: | None [~ | Enter a City: Partner Type:
WDP [=]
Delivery Method: | Instructor Led Training =] Search

Search Results

Institution Name Nombre del Ubicacion de las Country State Delivery Website
Departamento Instalaciones Method
BS Grupo SAC. Capacitacion Arequipa PE AREQUIPA 'T”:mg’r Led BS Grupo SAC.
CENTRO NETEC PERU SAC Capacitacion Lima PE S [EMEEE CENTRO NETEC PERU SAC
ISIDRO Training
Cibertec Peru SAC. Cibertec Av. Salaverry 2255 127 PE LIMA 'Trgi;u;tgor Led Cibertec Peru SAC.
Inslruclor Eeﬂ

Edutronic Global Services E.I.R_LI

IEd utronic Global Services E.LR.L Educacion Lima PE LimMA .
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MEMBER LOGIN | CONTACT US

Ingresar una Orden

Nombre del Producto de Bisqueda : |C+‘ac|e Database Language : | All v Buasqueda

| Search Results

Cart NUmero de Parte # Descripcion:

\EI‘ Da0198GC118 Cracle Database 12¢: SQL and PL/SGL Fundamentals, 1.1 English Student Kit

‘\El D31250GC10S8 Cracle Database 12¢c: RAC Administration, 1.0 English Student Kit

\EI‘ D79236GC108 Cracle Database 12c: Performance Management and Tuning, 1.0 English Student Kit
'\El‘ DYT7R8GC205 Cracle Database 12c: New Features for Administrators, 2.0 English Student Kit

\Ef DY77e6GC105 Cracle Database 12c: Install and Upgrade Warkshop, 1.0 English Student Kit

\Ei‘ D78850GC205 Cracle Database 12c: Backup and Recovery Waorkshaop, 2.0 English - Student Kit
\E/ D78846GC205 Cracle Database 12c: Administration Workshop, 2.0 English Student Kit

\@‘ D50323GC205 Cracle Database 11q: Security, 2.0 English Student Kit

\EI‘ Da2163GC108 Cracle Database 11qg: SGL Tuning Workshop 1.0 English Student Kit
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Buenas Practicas de Seguridad de BD

Configurary Monitorear L.
Supervisar Trafico de BD Prf)teger L
Reportes de v bloquear Ambientes de el Acceso ala
o Base de Datos BD y APPS
Auditoria amenazas

* Configurar * Monitoreary alertar * Enmascarar la data * Limitar acceso
DB EXTENDED 6 trafico de la Base de para Base de Datos de a la data a nivel de SO,
XML EXTENDED y Datos sobre la red Desarrollo y Calidad Red y a los dispositivos
AUDIT_SYS_OPERATIONS de almacenamiento.

* Proteger de «SQL * TDE para proteger

* Analizar Eventos Injection» para evitar informacion sensitiva * Separacion de
de Auditoria de Base de codigo malicioso a de la Base de Datos Responsabilidades
Datos y Alertar nivel de SQL Dinamico para una buena
actividades sospechosas administracion de la
en la Base de Datos Infraestructura en

general

* Implementar AUDIT
VAULT y DATABASE * Limitar acceso a la data
FIREWALL para proteger, de la aplicacidn para
centralizar y consolidar los usuarios
Logs y Reportes de privilegiados
Auditoria de diferentes (DATABASE VAULT)

Motores de Base de Datos



Configurar Auditoria

Configurary
Supervisar

Reportes de
Auditoria

* Configurar
DB EXTENDED 6
XML EXTENDED y

AUDIT_SYS_OPERATIONS

@ oracle@oracleldc:~ EI@
sSQL> i
SQL>
SQL>

SQL> show parameter audit trail

HAME TYPE VALUE
audit trail string DB, EXTENDED
sSQL>

8QL> show parameter audit sys operations

NAME TYPE VALUE

audit sys operations boolean TRUE

8QL>

SQL> =
SQL>

sor> n:




Analizar Eventos de Auditoria

Configurary
Supervisar

Reportes de
Auditoria

* Analizar Eventos de Auditoria
de Base de Datos y Alertar
actividades sospechosas
en la Base de Datos

@ oracle@araclel?ciullfappforacle/product/12.1.0/db_1

SQL> SELECT COQUNT (*) FROM DBA PRIV AUDIT OPTS;

COUNT (*)

SQL> SELECT COQUNT (*) FROM DBA STMT AUDIT OPTS;

COUNT (*)
SOL> select count(*) from dba_audit_trail;

COUNT (*)




Audit Vault & Database Firewall

Configurary
Supervisar

Reportes de
Auditoria

* Implementar AUDIT VAULT y
DATABASE FIREWALL para
centralizar y consolidar Logs y
Reportes de Auditoria de
diferentes Motores de Base
de Datos

&

X

.

é

& o g

A

Oracle Database Firewall actua
como la primera linea de defensa
para bases de datos, ayudando
prevenir ataques internos y
externos a la base de datos.

El Audit Vault es el repositorio
central que almacena y consolida
los eventos de auditoria. Es la
plataforma central para la
presentacion de informes,
alertas y gestidn de politicas.

Database Firewall

- @ Allow —=ll
- ® Log
- ' L Alert
- Q Substitute
@ Biock

. Firewall Events

Audit Data

~ Vg Directory Services, File
Audit Vault system & Custom Audit Logs

ORACLE
— MySQL
SYBASE
el
IEM
Microsoft
ORACLE
SOLARIS
Ay
Windows Server
Linux

‘ Q- Go ‘ ‘ Actions ~ |

w B T
Event Time Class Tvpe Hame ¥ Client IP User Hame
1282012 Database  Oracle target! 1024014167 avadmin
40827 PM Database
1112802012 o5 Microsoft maw 10240183211 Windows
2646 P Windors Administrator
110282012 Detahaze  Oracle Seles DB SYETEM
507:53 AM Database
eermz Datahaze  Oracle Sales DB SYSTEM
30750 AM Database
1112802012 Database  Microsoft CRM 10240183211 crmapp
ZAE2T A 6L Server  Databsse

Command Class Command Text

DDL creates user joscha
icienitifien by HDDEN

LOGON

GRANT grant dba to appsdbs

CREATE create user appsdbs
iceniified by *

SELECT select * from credit_card

wehere ssn =
R

Location

Metwrark

Evert Log

Auclt Table

Pt Table

Metwork




Alertar trafico de BD sobre la Red

Monitorear Connected to:

Oracle Database 12c Enterprise Edition Release 12.1.8.2.8 - 64bit Production
Trafico de BD Mith the Partitioning, Automatic Storage Management. OLAP. Advanced Analytics

land Real Application Testing options

y bloquear BQL> select * from hr.regions;
REGION_ID REGION_NAME
damenazas

Europe

Americas

Asia

Middle East and Africa

* Monitoreary
alertar trafico de

Ia Base de Datos File Edit View Go Capture Analyze Statistics Telephoni Tools Internals Help
sobre lared coams ERXRE Acer»nTL/EE aaab #BB% O

Filter: Expression... Clear Apply Save

MNe. Time Source Destination Protocol Length Info
3.40967900172.68.1.16 .68.1. TCP 54 152149547 [ACK] Seq=4540 ack=5022 win=29568 Len=0
3.41001700172.68.1.16 .68.1. TNS 270 Response, Data (6), Data
3.42278400172.68.1.16 .68.1. TNS 695 Response, Data (6), Data
3.42414600172.68.1.16 .68.1. TNS 175 rResponse, Data (6), Data
3.43211300172.68.1.16 .68.1. TNS 165 Response, Data (6), Data
3.46209700172.68.1.16 .68.1. TNS 188 Response, Data (6), Data
3.46661300172.68.1.16 .68.1. TNS 377 Response, Data (6), Data
3.46776900172.68.1.16 .68.1. TNS 71 Response, Data (6), Data
3.46867700172.68.1.16 .68.1. TNS 71 Response, Data (6), Data
2913.2371020172.68.1.16 .68.1. TNS Response, Data (6), Data
30 13.2380410172.68.1.16 Response,
31 23.3231680172.68.1.16 .68.1. 152149547 [ACK] Seq=6661 Ack=6882 Win=47104 Len=0
32 23.5208040172.68.1.16 .68.1. Response, Data (6), Data
33 25.6158840172.68.1.16 .68.1. 1521-49547 [ACK] Seg=6772 Ack=6895 Win=47104 Len=0
34 25.6177280172.68.1.16 .68.1. Response, Data (6), Data
35 25.6222900172.68.1.16 1521-49547 [FIN, ACK] Seq=6789 Ack=6905 Win=47104 Len=0

Reserved Byte: 00
Header Checksum: 0x0000

0040
0050
0060
0070
0080
0090
00a0
00b0

faTa Vet S a)

@ @’ Data (data.data), 194 bytes Packets: 36 - Displayed: 36 (100.0%) - Dropped: 0 (0.0%) Profile: Default



Alertar trafico de BD sobre la Red

EA Cindowshsystem32iemd.exe EI@

Copyright <c)> 1982, 2811, Oracle. HAll rights reserved.

Monitorear
Trafico de BD

Connected to:
Oracle Database 12c Enterprise Edition Release 12.1.8.2.8 - G4bit Production
With the Partitioning, Automatic Storage Management, OLAP, Advanced Analytics

and RHeal Application Testing options

y bloquear
amenazas

2QL> alter uzer hr identified by hr;

User altered.

* Monitoreary
alertar tréfico de !“‘\;"irtualBoxHost-OnIyNetwork [Wireshark 1126 (+1.12.6-0-geelfced from master-1.12)] EI@
File  Edit Miew Go Capture Analyze Statistics Telephonz Tools  Internals Help

la Base de Datos ©® 2 BRNRS A s DT L QR @B % &

sobre Ia red Filter: Expression.., Clear Spply  Sawve
Mo, Tirme Source Destination Protoc + Length  Info : ; o

28 0.22437200172.68.1.1 172.68.1.146 THS 314 Reguest, Data (&), Data

29 0.22544400172.68.1.16 172.68.1.1 THS 695 Response, Data (6), Data
30 0.22561400172.68.1.1 172.68.1.146 THS 75 Regquest, Data (6, Data

31 0.22602800172.68.1.16 172.68.1.1 THS 175 Response, Data (6, Data
32 0.22611100172.658.1.1 172.68.1.146 THS 342 Reqguest, Data (&), Data

33 0.23014200172.68.1.16 172.68.1.1 THS 165 Response, Data (6), Data
34 0.23056700172.68.1.1 172.68.1.146 THS 404 Request, Data (6], Data

35 0.23287400172.68.1.16 172.68.1.1 THS 188 Response, Data (63, Data
36 0.23293400172.658.1.1 172.68.1.146 THS 380 Reguest, Data (&), Data

37 0.23358200172.68.1.16 172.68.1.1 THS 377 Response, Data (6), Data
38 0.23365600172.68.1.1 172.68.1.146 THS 86 Reguest, Data (6, Data

39 0.23406700172.68.1.16 172.68.1.1 THS 71l Response, Data (&), Data
40 0.23409300172.68.1.1 172.68.1.16 THS &7 Request, Data (&), Data

41 0.23428800172.68.1.16 172.68.1.1 THS 71 Response, Data (&), Data
4 1.1¢ 1 od 71 : nJ

44 14.2327040172.68.1.1 172.68.1.16 THS 322 Reguest, Data (&), Data

46 14.8968510172.68.1.16 172.68.1.1 THS 165 Response, Data (6, Data
48 17.0125450172.68.1.1 172.68.1.146 THS 67 Regquest, Data (6, Data

50 17.0283380172.68.1.16 172.68.1.1 THS 7l Response, Data (&), Data
51 17.0302680172.68.1.1 172.68.1.146 THS 54 Request, Data (&), Data

b FEFF A fe fEfEE £f AT 0000 00 00 O0  ..ooie ooinns,
00cO 00 Q0 00 fe fF fFf £Ff ff ff ff ff fe FF FFFEFF o000 oot
oodo fF £f £f 00 00 00 00 00 00 00 00 00 00 00 00 00 ...vven wenennnn
QQed Q0 00 00 Q0 00 00 00 00 00 00 Q0 00 00 00 00 le
Q0F0 61 6c 74 65 72 20 75 73 65 72 20 68 72 20 69 &4 alter us er hr id
0loo 65 6e 74 69 66 69 65 64 20 62 VO 20 68 72 01 00 entified by hr..
0110 00 00 01 00 00 00 00 00 00 00 00 00 00 00 (0 0 e
0120 00 00 00 00 00 00 00 00 00 00 07 00 00 00 00 00 ... cua...
0130 Q0 00 00 Q0 00 Q0 00 00 00 00 00 00 00 00 00 00 .....v00 wvuunnns

(@] .i,o File: "CUsers\ORACLE~D\AppDatatlocal\T... | Packets: 54 . Displayed: 54 (100.0%%) - Dropped: 0 (0.02%) Prafile: Default

m

m




Proteccion contra “SOL Injection”

Monitorear
Trafico de BD

y bloquear
amenazas

* Proteger de «SQL
Injection» para
evitar codigo
malicioso a nivel
de SQL Dinamico

)

sql-injection-01.txt

@ oracle@oracleldefullfapp/oraclefproductf12.1.0/db_1

SQIL> CREATE OR REPLACE

PROCEDURE show col (p colname varchar2, p tablename varchar?2)
2 3 ASs

4 type t is wvarray(200) of wvarchar2(25);

5 Results t;

6 Stmt CONSTANT VARCHAR2 (4000) := 'SELECT '|| p_colname ||
7

8 BEGIN

9 DBEMS Output.Put Line ('SQL Stmt: ' || Stmt) ;

10 EXECUTE IMMEDIATE Stmt bulk collect into Results;
11 for j in 1..Results.Count() loop

12 DBMS_putput.Put_Line(Results(j));

13 end loop;

14 --EXCEPTION WHEN OTHERS THEN

15 ——Raise_;pplication_Error(—20000, 'Wrong table name') ;
16 EHND show_pol;

17 /

Procedure created.

SQL> execute show col ('Email', 'EMPLOYEES') !
SQL Stmt: SELECT Email FROM EMPLOYEES
ABANDA

ABULL

ACABRIO

' FROM '|| p_tablename;




Proteccion contra “SOL Injection”

Monitorear ]
Trafico de BD

y bloquear sql-injection-01.b¢

amenazas

@ oracle@oraclelic:/ull/appforacle/product/12.1.0/db_1 EI@

8QL> execute show col ('Email ', "EMPLOYEES where 1=2 unionl select Username cl from All Usersl——');
SQL Stmt: SELECT Email FROM EMPLOYEES where 1=2 union select Username ¢l from

All Users --

ANONYMOUS

APEX 040200

APEX PUBLIC USER

APPQOSSYS

* Proteger de «SQL ASURCO_PE

Injection» para N
evitar codigo CTXSYS
. . . DBSNMP
malicioso a nivel DIP
de SQL Dinamico DVE
DVSYS

FLOWS FILES
GSMADMIN INTERNAL
GSMCATUSER
GSMUSER

HR

IX

JEINOL CHI
LBACSYS
LGUERREO_CHIT
MDDATA

MDSYS

OE

OJVMSYS

OLAPSYS

ORACLE OCM =




Proteccion contra “SOL Injection”

Monitorear
Trafico de BD

y bloquear
amenazas

* Proteger de «SQL
Injection» para
evitar cadigo
malicioso a nivel
de SQL Dinamico

oracle@oracle12c~ = B
NAME PASSWORD &
GSMCATUSER OF6108F5BBCHOCLFE

GSMUSER BE6D6F489BOF97093

GSMUSER_BOLE

GSM_POOLADMIN ROLF

HR 4C6D73C3ESBOFODA

HS_ADMIN EXECUTE KROLE
HS ADMIN ROLE

HS ADMIN SELECT ROLE
IMP_FULL DATABASE

IX

2BEGF80744E08FEB v

= CAWindows\system32\cmd.exe

Cislserssdavidirorabf 4C6D73CIEGBAFADA:HR —c 3

Trying default passwords...
password found: HHIHR

C:sllzeprssdavid>
CxUserssdavid>
C:sllzeprssdavids>

--m 5




Proteccion contra “SOL Injection”

Monitorear
Trafico de BD

y bloquear
amenazas

* Proteger de «SQL
Injection» para
evitar codigo
malicioso a nivel
de SQL Dinamico

]

orabf.txt

HS_ADNIN EXECUTE ROLE
HS_ADMIN ROLE
HS_ADMIN_SELECT ROLE
IMP_FULL DATABASE

IX 2BE6FB80744E0BFEB
JAVADEBUGPRIV

7 oracle@oracle12c~ = =
GSMCATUSER QF6108F5BBC6E0CLF 2
GSMUSER 56D6F489B0OF97093

GSMUS ER_ROLE

ooy _DOOT ADRITH DAL D

HR ADFS5D1AC990E312C

= CAWindows\system32\cmd.exe - orabf ADF5D1AC990E312CHR -c3 -m 5

C:sUzerssdavid>
C:sUserssdavidrorabhf ADFSDIACYYBE312C:HR —¢ 3 —m 5

orahf vB.7.6,. (G205 ormiPtoolcrypt.org

Trying default passzswords...warning: couldn't open default.txt...done

Starting brute force session using charset:
B123456789ABCDEFGH I JELMHOPQRETUUUEYZ

press ‘g’ to guit. any other key to see status




Proteccion contra “SOL Injection”

Monitorear
Trafico de BD
y bloquear sql-injection-02.tx¢
amenazas
EP oracle@oraclel2ci/ull/app/oracle/product/12.1.0/db_1 [l e =]
SQL> SET SERVEROUTPUT ON i

CREATE OR REPLACE

PROCEDURE show_colz (p_colname wvarchar?, p_tablename wvarchar?2)
AS

type t is wvarray(200) of wvarchar2(25);

Results t;

Stmt CONSTANT VARCHARZ2 (4000) :=

° Proteger de «SQL 'SELECT '||dbms assert.simple sqgl name( p colname ) || ' FROM '| Isimple_sql_name( p_tablename ) -
Injection» para BEGIN
s P DBMS Output.Put Line ('SQL Stmt: ' || Stmt) ;
evitar COdIgO EXECUTE IMMEDIATE Stmt bulk collect into Results;

for j in 1..Results.Count() loop

maIiCioso a nivel DBMS Output.Put_Line (Results(j)};
Sty 2) o end loop;
de SQL Dindmico | _cxceprion whew ormErs THEN

——Raise_Application_E:rror(-20000, 'Wrong table name') ;
SQL> SQIL> 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 END show_col2;
19 /

Procedure created.

SQL> execute show col2('Email', 'EMPLOYEES where 1=2 union select Username cl from All Users --'):
BEGIN show col2('Email', 'EMPLOYEES where 1=2 union select Username cl from All Users --'); END;

*

ERROR at line 1:

ORA-44003: imvalid SQL name

ORA-06512: at "SYS.DBMS_ASSERT", line 208&
ORA-06512: at "HR.SHOW_COLZ", line &
ORA-06512: at line 1

1 [m

sgr> i




Data Redaction

Proteger
Ambientes de
Base de Datos

Data Redaction

Transparent

Data Encryption

* Enmascarar la data
para Base de Datos de
Desarrollo y Calidad

)

Data-redaction.txt

Managed Kevs

= Disk
gty % 5105-1051-0510-5100 :
T 5 o Sensitive Data Backups
B ® 5106-1061.0510-5100 -

e38C? Y Py 5454-5454-5454-5454 W
"‘:‘i:j:" ‘ﬁ XXXX=XAXX=XXXX-5100 Crn e i ion | Exports
| : Encrypted Of-Site
Apphcatons Data ”’3 Fachtes

Sin proteccion:

@ oracle@oracle12c/ullfappforacle/product/12.1.0/db_1

SQL> SELECT *
FROM payment details
ORDER BY id; 2 3

ID CUSTOMER ID CARD_ HO
1 4000 | 1234123412341234
2 4001 | 2345234523452345
3 4002 | 3456345634563456
4 4003 | 4567456745674567
5 4004 | 5678567856785678

sqr> I

ARD STRING

234-1234-1234-1234
345-2345-2345-2345
456-3456-3456-3456
567-4567-4567-4567
678-5678-5678-5678

EXPIRY DATE

12-AUG-2016
12-AUG-2016
12-AUG-2016
12-AUG-2016
12-AUG-2016

(=8 Eol=<=)

s

SEC_CODE VALID DATE

1 [




Data Redaction

@ oracle@araclel?cfullfappforacle/product/12.1.0/db_1 EI@
Proteger £QL> CONNECT PCI/PCI
. Connected.
Ambientes de SqL> BEGIN
Base de Datos DBMS REDACT.add policy(
object =schema => 'PCI',
object name => 'payment details’,
column_name => 'card no',
* Enmascarar la data policy name => 'redact_card info',
function type => DBMS REDACT.full,
para Base de Datos de expression  => '1=17
Desarrollo y Calidad )/
END ;
/2 3 4 5 6 7 8 9 10 11
PL/SQL procedure successfully completed.
soL> I e
EP oracle@araclelicfulliappfaracle/product/12.1.0/db_1 == | =]

S0L>
SQL> SELECT *
FROM payment details
ORDER BY id;
2 3
ID CUSTOMER ID

sor>

CARD NO |CARD STRING

EXPIRY DATE

0)1234-1234-1234-1234 12-AUG-2016
0 )2345-2345-2345-2345 12-AUG-2016
0 |3456-3456-3456-3456 12-AUG-2016
0 |4567-4567-4567-4567 12-AUG-2016
0 |5678-5678-5678-5678 12-AUG-2016

SEC_CODE VALID DATE




Transparent Data Encryption (TDE)

Proteger Transparent

Ambientes de Data Redaction

Data Encryption
Base de Datos "

Disk
Authornzed
) 5105-1051-0510-5100 e P
Spiay Sensitive Da - b Backups
v " 5106-1051.0610-5100 -
Faoacied £5L J000CXXX-XXXX-5100 e W Ewoms
' Encrypted onr-sit
Applcatons y '_\,:.x, S Fact ._:,

€3

Managed Kevs

* TDE para proteger
informacion sensitiva
de la Base de Datos X

[oracleforaclel2c ~15§

[oracleforaclel2c ~]§ mkstore -wrl /u0l/app/oracle/admin/PRD/wallet -create
Oracle Secret Store Tool : Version 12.1.0.2

Copyright (c) 2004, 2014, Oracle and/or its affiliates. All rights reserved.

Enter password:
Enter password again:
[oracleforaclel2c ~]§ sqlplus / as sysdba

SQL*Plus: Release 12.1.0.2.0 Production on Wed Aug 12 10:18:11 2015

Copyright (c) 1982, 2014, Oracle. All rights reserved.

Connected to:
Oracle Database 1l2c¢ Enterprise Edition Release 12.1.0.2.0 - 64bit Production

With the Partitioning, Automatic Storage Management, OLAP, Advanced Analytics
and Real Application Testing options

SQL> ALTER SYSTEM SET WALLET OPEN IDENTIFIED BY "jesed2015";

System altered.




Transparent Data Encryption (TDE)

Proteger

Ambientes de
Base de Datos

* TDE para proteger
informacion sensitiva
de la Base de Datos

Data Redaction

Authornzed
Display

5105-1051-0510-5100

Redgacted A A
Display

XXXX=-XXXX-XXXX-5100 N

Transparent

Data Encryption

o
.

Apphcatons

,‘E = Disk
Sensitive Da ¢ Backups
5106-1051-0510-5100 -
5454-5454-5454-5454 . Exports
E500-0000-0000-0004
¢ Encrypted S Off-Site
Data & cacaves

Managed Kevs E

@ oracle@oracleldcifullfappforaclefadmin/PRDAnvallet

8QL> ALTER SYSTEM SET ENCRYPTION KEY AUTHENTICATED BY "jesed2015™;

System altered.

8QL> connect pci/PCI
Connected.
SQL> CREATE TABLE tde_ﬁest {
id NUMBER {10} ,
data VARCHARZ2? (50) ENCRYPT
} TABLESPACE USERS;
2 3 4
Table created.

SQL>

[ol-a|ws]

et e




Limitar acceso a la data a nivel de SO

Limitar
el Accesoala
BD y APPS
. - ‘@' oracle@oraclel2cfullfappforacle/product/12.1.0/db_1 E@
* Limitar acceso [oracleloraclelZe db_}]$ umask o

a la data a nivel de SO, 0022
q A [oraclefdoraclel2c db 115 umask 0027
Red y a los dispositivos loracletoraclelze db 11§
de almacenamiento. [oracledoraclel2c db 115 touch edutronic.txt
[oracleloraclelZe db_}]$ 1ls -1rt edutronic.txt
-rw-r----- . 1 oracle oinstall 0 Aug 11 15:20 edutronic.txt
[oracleforaclel2e db 115
[oracledoraclel2c db 115 umask
0027
[oracle@oraclel2c db 115 I i

‘@ oracle@oracleldci/ullfappforacle/product/12.1.0/db_1 EI@
brw-rw----. 1 root disk 8, 80 Aug o
brw-rw----. 1 root disk 8, 96 Aug
brw-rw----. 1 root disk 8, 65 Aug
brw-rw----. 1 root disk 8, 17 Aug
brw-rw----. 1 root disk 8, 49 Aug
brw-rw----. 1 root disk 8, 2 Aug
brw-rw----. 1 root disk 8, 1 Aug
brw-rw----. 1 root disk 8, 33 Aug
brw-rw----. 1 oracle asmadmin 8, 97 Aug
brw-rw----. 1 oracle asmadmin 8, 81 Aug
[oracleforaclel2ec db 115 [J m




Separacion de Responsabilidades

Limitar

el Acceso ala
BD y APPS

* Separacion de
Responsabilidades
para una buena
administracion de la
Infraestructura en
general

Los administradores de bases de datos (DBA) y administradores de

sistemas con frecuencia entran en conflicto debido a la
superposicion de las tareas que realizan a diario.
Se sugiere las siguientes taras para cada uno de ellos:

SYSTEM ADMINISTRATOR:

* Network

* Server hardware

* Server file/OS backup

* Offline backup

* Server upgrade and
patching

* Monitoring and analysing
server logs

* Disk space monitoring

* Third party backup tool/
Tape backup

* Manager scheduled tasks

* Allocate LUNs from SAN

DATABASE ADMINISTRATOR:

* Database performance
monitoring

* Database server tuning (IO,
memory, CPU)

* Database Backup and Recovery

* Database Upgrade and Patching

* Database Disaster Recovery

* Instance Configuration

* Database Creation

* Configure Database Cluster

* Setup and Configure Standby
Replication

* Database audits and Change
Management

* Configure Database Security

* Database Documentation




Limitar accesos con Database Vault

Limitar ]

Oracle-database-vault.tx

el Acceso ala
BD y APPS

Enable Oracle Database Vault

$ make -f ins_rd.bms.mk dv_on lbac_on ioracle
SQL> startup;

SQL> select * from v$option where parameter like '%Database Vault%';

e Limitaraccesoa 000 f oo e
la data de la Oracle Label Security TRUE
aplicacion para
los usuarios Disable Oracle Database Vault
privilegiados @ |TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT

(DATABASE $ cd $ORACLE HOME/rdbms/lib
VAULT) $ make -f ins rdbms.mk dv_off ioracle




imitar accesos con Data

ase Vault

Controlar

el Acceso a la
BD y APPS

Limitar acceso a
la datadela
aplicacién para
los usuarios
privilegiados
(DATABASE
VAULT)

show user
is "sys"

select * from hr.region;
select * from hr.region
*
ERROR. at line 1:
ORA-00942: table or view does not exist

soL> I

Cracle Database + Performance =  Availabiity = Schema = Administration +

Database Vault

Home  administration

Attempted Violations
Status Enabled
Realmz 6 0
Command Rules 8 0 Top 5 Attempted Violations

Attempted Violations 3 (Last 24 Hours) T
Database Vault Policy Changes 0 (Last 24 Hours) YPe EEHIES
Policy Propagation

Database Vault Policy Propagation No Attempted Violations (Last 24 Hours)
{Us= this fasturs to sscurely propegsts Detzbass Vault
Policies to multiple databases)

Reports

Attempted Violations
Database Vault Policy Changes
Database Vault Reports

Severity Category Message

Logged in As MACSYS

Page Refreshed Nov 1, 2011 3:48:19 PM PDT  Refresh

Time Series View Data |Last 24 hours [%

Top 5 Attempted Violators

WsYs(2)
MACALTH(1)

Alert Triggered

(Mo alerts)




Buenas Practicas de Seguridad de BD

Configurary Monitorear L.
Supervisar Trafico de BD Prf)teger L
Reportes de v bloquear Ambientes de el Acceso ala
o Base de Datos BD y APPS
Auditoria amenazas

* Configurar * Monitoreary alertar * Enmascarar la data * Limitar acceso
DB EXTENDED 6 trafico de la Base de para Base de Datos de a la data a nivel de SO,
XML EXTENDED y Datos sobre la red Desarrollo y Calidad Red y a los dispositivos
AUDIT_SYS_OPERATIONS de almacenamiento.

* Proteger de «SQL * TDE para proteger

* Analizar Eventos Injection» para evitar informacion sensitiva * Separacion de
de Auditoria de Base de codigo malicioso a de la Base de Datos Responsabilidades
Datos y Alertar nivel de SQL Dinamico para una buena
actividades sospechosas administracion de la
en la Base de Datos Infraestructura en

general

* Implementar AUDIT
VAULT y DATABASE * Limitar acceso a la data
FIREWALL para proteger, de la aplicacidn para
centralizar y consolidar los usuarios
Logs y Reportes de privilegiados
Auditoria de diferentes (DATABASE VAULT)

Motores de Base de Datos
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